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1)

The issue in the case is whether domain namesecarmalde subject to seizure pursuant
to Section 203 of the Criminal Procedure Act [§epfosessloven], cf. Section 35 and
Section 37b of the General Civil Penal Code [stlaffen].

(2)

After a petition by the Public Prosecuting AuthgriDslo District Court [Oslo tingrett]
passed a decision on 16 December 2008 regardingregiursuant to Section 203 of the
Criminal Procedure Act, in a criminal case againtr alia B and A, with the following
conclusion:



"1. The prosecuting authority may seize the domain samew.e-zone.no,
www.escortekontakt.no, www.joyzone.no, www.zonefgrho, www.porn-
idol.no, www.crimezone.no, www.eskortekontakt.neywuxxxzone.no,
www.pornidol.no and www.trykkformidling.no, by ermrfg that these
domain names are temporarily removed from operatidih a final and
legally enforceable decision is passed with a potge enforcement in the
criminal case.

2. Employees at Zone forlag (publishing house) NUBtbers may not make
changes in Paragraph 1 except in accordance widétiaion of the court or
the public prosecuting authority. "

3)

The decision of the district court was appealethieyaccused pursuant to Section 208
Subsection 1 of the Criminal Procedure Act. Afteal proceedings concerning the issue
of seizure, Oslo District Court passed a decisio2® April 2009 with the following
conclusion:

"The seizure is upheld as determined in @$strict Court's decision of
16.12.2008."

4)
A and B appealed the decision to Borgarting CofiAppeal, which on 26 June 2009
passed a decision ( LB-2009-95464 ) with the foltmyconclusion:

"The appeals are dismissed. "

®)
A and B have appealed the decision of the Coultppfeal. The appeals concern the
application of lawA argues that:

(6)

The Court of Appeal has incorrectly assumed thati@e 203 of the Criminal Procedure
Act, cf. Section 35 and Section 37b of the Gen€ral Penal Code, provides
authorization for seizure of domain names.

(7)

A disputes that the concept of "objects" as ibibé interpreted in Section 203 of the
Criminal Procedure Act and Section 35 and Sectiimd the General Civil Penal Code
can also include domain names. A domain name caméerstood as allocation of an
address on the Internet, like a street addressedephone number. Whether a right of
property exists depends on whether one has anjeemtint to the identifying name that
is used in the domain pursuant to the backgroules of law. No evidence has been
presented to indicate that the domain name wwwne-no has value with respect to the
law of property.

(8)

Domain names fall outside electronic informatiodliled in the concept of "objects".



(9)
A further disputes that the domain names "are ddemeée liable to confiscation”, cf.
Section 203 of the Criminal Procedure Act.

(10)

It is incorrect for the Court of Appeal to assurnattthe domain name www.e-zone.no
can be said to be used in connection with a crihaffance. The closeness that is
required to make it possible to state that the domame is the instrument for the
criminal act is not present. The web page is abbglaven if the domain name is
removed from operation. Therefore, if one wishesttp the content of the web page,
the server on which the content resides must lzedei

(11)

It is disputed that the other nine domains canelimed pursuant to Section 37b of the
General Civil Penal Code. There is nothing in tharacter of the domain names that
creates a risk that they will be used for a crirhoféence owing to their nature.

(12)

The threshold for application of Section 37b of @eneral Civil Penal Code is high; cf.
case law. Even if Section 37b of the General Geihal Code in principle provides
authorization for confiscation of objects before timinal offence has taken place,
more is then required than loose assumptions tileatriminal action may take place.

(13)
The following statement of defence is entered:
"1. The seizure is set aside. "

(14)
B supports A's submissions. The same statemenfefceis entered.

(15)
The prosecuting authority has responded and states, in brief:

(16)

When interpreting the term "objects" in Sectio® 20 the Criminal Procedure Act, the
significance of rights and objects being equaliretthe General Civil Penal Code is
emphasized, as well as the fact that the institutioseizure is intended to secure the
claim for confiscation. The context in the provissamust carry considerable weight in
the interpretation.

(17)

The access to seizure in criminal procedure mustider than that in civil law, since the
institution of seizure is intended to secure sdwdifferent interests, such as, inter alia, a
claim for confiscation.

(18)
The domain name is closely associated with theicahoffence.

(19)



The question ofvhether confiscation is to take place, cf. Section 37thef General
Civil Penal Code, is not relevant at the securiages.

(20)
The following statement of claim is entered:
"The appeals are dismissed."

(21)

The Appeals Selection Committee of the Supreme Court comments that the
competence of the committee is limited to reviewpngcedure and the interpretation of
statutory provisions by the Court of Appeal; cfct@n 388 No. 2 and No. 3 of the
Criminal Procedure Act.

(22)

Objects that are deemed to be liable to confisoatiay be seized until a legally
enforceable judgment is passed; cf. Section 208mneesentence first alternative of the
Criminal Procedure Act, cf. first sentence. Theigss the case is firstly whether domain
names can be regarded as "objects" in this cormecti

(23)

All computers on the Internet have their own IPradd, which consists of four series of
figures. Domain names have been introduced to geoaimore user-friendly alternative
to these IP addresses. Domain names consist of@mgaumber of segments, but in
Norway they usually have the form enterprise-nameliney are used inter alia in web
addresses (http://www.enterprise-name.no).

(24)

All domains directly within the .no domain mustiegistered with Norid (the

Norwegian registry for Internet domain names). Tigio registration, the applicant
receives the right to use the domain name in liitle thie terms and conditions of Norid's
domain name policy. The party that first registeomain name receives the right to
use it.

(25)

The report ".no eller aldri" [ ".no or never"] pegged in March 2002 by a working group
appointed by the Ministry of Transport and Commatians states the following, inter
alia, regarding the significance of domain names:

"Today, use of Internet and domain names$®ciated with great
commercial value, and it is increasingly importmtindividuals, enterprises
and authorities to have access to interesting domaines. Domain names are
an especially important resource for enterprisesaxganizations that wish to
use the Internet to increase their competitiveaesisearnings. This is because
domain names often reflect company names, tradenargjects and other
types of identification and affiliation (for exaneplpart of a larger group of
companies). In this way, domain names obtain amrtapt function as a
distinctive feature. The domain name can be usedecfor marketing and
profiling of an enterprise's sales strategy - onmore products, a cooperative
effort, an international campaign, or similar. ert, domain names can be



used to focus marketing/profiling on a particulastomer segment or a target
group delimited by language, or in the developnoénéilored and
personalized Internet services, which may be theduor electronic
commerce aimed at consumers.

For enterprises and organizations, it wélldttractive to hold domain
names that are easy for users to remember, oit featatural to search for
when one is looking on the Internet for a spedciféb page, information, etc.
Holding a web page that receives many hits is factfe way to market
oneself. In this way, certain domain names mayesgnt great financial
value."

(26)

In other words, the holder of a registered domaim& has an exclusive right of use to
an asset that may have financial value. The fattttte registration itself does not have
any significance for rights that are already esshbld, for example to a trademark, does
not change this.

(27)

The similarity that domain names have to othertasaech as trademarks supports the
premise that domain names can be seized. In adddithis comes the need to be able to
stop a domain name from functioning to prevent srahoffences from continuing.

Norid does not undertake any control of the conténtebsites; nor does it have any
mandate to react to websites that may appear lateithe law; it is up to the police and
the judicial system to do this.

(28)

Against this background, the committee has condubat the Court of Appeal did not
interpret the legislation incorrectly when it caméd that the expression "objects"” in
Section 203 of the Criminal Procedure Act encompas®main names.

(29)

Neither is it incorrect when the Court of Appeas lessumed that domain names "are
deemed to be liable to confiscation" pursuant tctiSe 203 of the Criminal Procedure
Act, cf. Section 35 and Section 37b of the Gen€rall Penal Code. Even though a web
page will still be available through the IP addrafier the domain name has been
removed from operation, it follows from the reas@mrsusing domain names that the
availability will be substantially reduced. It iserefore not unnatural to see the
association of the domain name with a website writminal content as the instrument
for a criminal offence, as the appellants argue.

(30)

Nor can it be seen that the Court of Appeal hasmesd a threshold that is too low in its
evaluation of whether confiscation pursuant to ®ac37b of the General Civil Penal
Code can be undertaken. It has found that thestsexi"concrete and obvious risk" that
the domain names in question may be used for agfetiminal offence. The committee
cannot review the specific assessment of the Qdukppeal.

(31)



Against this background, the appeals are to beigsad.

(32)
The decision is unanimous.

Conclusion:

The appeals are dismissed.
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