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3 JULY 2025 e Brussels, Belgium

Call for Tender: Provision and Operation of Domain
Data Crawler for CENTR

CENTR vzw (“CENTR”) is seeking proposals from providers capable of operating a domain crawler that will allow
us to analyse domain properties and usage across participating ccTLDs. The contracted provider (“Provider”)
will be responsible for executing the crawling process, processing the collected data, and delivering structured
output for CENTR and its members. The solution should ensure efficiency, security, and compliance with
industry standards while providing high-quality classification and aggregation of domain data. Below, we outline
the key requirements and expectations for this project.

Timeline:

The call for tender will be open for:

e CENTR Full and Associate Members from July 71" — September 16th.
e Non-CENTR Members can submit a proposal between August 30" and September 16™.

The deadline for submitting proposals is 17.00 CEST September 16, 2025.
Contracting phase: 2" half of September, 2025.
Implementation: Q4, 2025.

Duration of the contract : 1 year renewable

For questions on this call for tender, contact patrick@centr.org
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1. Common Questions

Who owns the code base?

Not specified by CENTR. May be held by the Provider or open-source. In case of multiple, comparable bids,
providers working with open-source models will have preference.

Which crawler/s are used?

For the Provider to decide (not specified by CENTR).

Who runs the crawler?

Provider.

How is input data collected?

Provider is responsible for setting up a process and interface for the secure receipt of data files from members.
Where is output data stored?

Provider maintains S3-compatible storage system where CENTR and its current and future participant members
access data.

Who are the contracting parties?
CENTR and the Provider.
Who has access to the data?

Each of CENTR’s participant members has access to their own TLD input/output data only. CENTR may access
all input and output data with restrictions.*

How many TLDs can take part?
Provider should specify a pricing structure based on the number of domains/TLDs.
Domains required per TLD?

50K random sample or all domains in zone (participant member organisations to provide for ccTLDs and
provider to sample open gTLD zonefiles for additional defined list of gTLDs)

How is the contract awarded and what are the main evaluation criteria?

The proposals will be reviewed for completeness by the CENTR Secretariat. The day after the deadline, all
proposals are forwarded to the CENTR Crawler Task Force (“Task Force”). The Task Force is also the author of
this document. The Task Force recommends an applicant to the CENTR Board. The Board instructs the
Secretariat to contract with that party and approves the final contract.
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The main criteria are:

1. being able to provide the Minimum Required Data Fields (see 7.1) and

2. pricing.

All decisions of the Board are final.

Please note that CENTR will only be bound upon signature of a proper agreement (“Agreement”) with Provider,

including tasks to be delivered, deadlines, pricing, payment details, IP clause, GDPR compliance clause (including

signing of separate agreement), indemnification clause, termination clause and litigation clause (Belgian law to

apply, Brussels courts to be solely competent).

*CENTR may only use input/output data to calculate aggregated information for market/member reporting. No

domain-level data will be shared.

. General Requirements

Minimum data as outlined in section 7 and optionally in 0.
Provider should operate the crawler from a dedicated DNS resolver.
Provider to mitigate risk of server blocking when crawling (e.g. rotating IP, etc).

Classification of domains based on current Signs of Life methodology: Code, Documentation.

Classification of 'low content' pages should match methodology exactly with Signs of Life crawler
including registrar detection methods.

Provider to accept min 30 TLDs (50K domains in each TLD or less if the zone is smaller) for monthly
scanning. TLDs will include a mix of member ccTLDs and selected gTLDs.

o cCTLDs: participating CENTR members will provide input domain samples
o gTLDs: Provider to randomly sample gTLD zonefiles (ICANN)
Provider to specify maximum processing time between input data receipt and output delivery.

CENTR full members may suggest new features or data. Provider may optionally provide a quote for
these requests, with CENTR deciding whether or not to proceed.

CENTR full members wishing to conduct full-zone crawling must engage directly with the Provider at
their own cost.
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. Security Requirements

Provider shall adhere to recognised industry security standards to ensure the confidentiality, integrity,
and availability of data and systems. While specific security certifications (such as ISO/IEC 27001, SOC
2, NIST, or equivalent) are not mandatory requirements for participation in the tender, bidders are
encouraged to demonstrate compliance with such standards.

As part of their proposal, bidders shall:
1. Describe security measures and frameworks they follow to protect data and systems.
2. List relevant security certifications currently held or are in the process of obtaining.

3. Provide details on internal security policies, risk management practices, and incident response
procedures.

CENTR reserves the right to require additional security measures during contract execution to align with
evolving best practices and regulatory requirements and will inform Provider thereof in writing. Failure
to maintain appropriate security standards may result in contract termination and legal action.

Provider must guarantee full ownership of any and all IP rights (patents, copyright, software, sui generis
database rights, know how, etc.) on, or licenses enabling the unrestricted (commercial) usage of, all
software, code elements, techniques, and models used for the solutions offered in this tender as well
as for the use of any and all resulting data. Provider to warrant CENTR against any and all claims from
third parties.

No use of resulting data by Provider is allowed outside the scope of the Agreement. Provider to warrant
CENTR against any and all claims from third parties.

. Quality Control Requirements

Provider must capture screenshots of domains with web content based on a random sample of 5% per
TLD (subject to mutual adjustment).

Provider is expected to report an a monthly basis on data accuracy.

Provider must address issues detected by members, with CENTR facilitating communication where
needed.

The crawler must be tested against existing labelled data on various test cases, including:
o Domains covering all level-4 categories.
o Domains requiring JavaScript for rendering.
o Domains with iframes and redirections.

Success rate metrics must account for JavaScript-dependent domains.

Classification accuracy and recall per category.
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e CENTR will evaluate the quality of the first analysis. Should the evaluation not be satisfactory —
measured by the accuracy of the reports compared to the random sample — CENTR will inform Provider
of the issue and allow to correct this within a month. Should the quality still not reach the expect levels,
CENTR may decide to end the contract.

5. Data Input/Output Requirements

The below outlines requirements for how data is expected to be supplied from CENTR and its members, storage
of the data and how data should be made accessible to CENTR and its members.

5.1 Interface for participant Members

e Provider is to provide the interface and process for how members are to provide their input data.

e As well as providing aggregated data to CENTR on all TLDs, Provider should offer a place where
individual participant members can access their own output raw data.

5.2 Storage and Access

e Input files (50K domains or all domains in zone if the zone is smaller) will be stored in S3-compatible
storage (AWS S3, Hetzner, MinlO, etc.) as domainlist.txt.

e Input file retention limited to 30 days post-crawl.

e OQOutput data stored in Parquet format, optionally exportable to CSV.

e Screenshots stored in a structured output directory.

e Aggregated statistics available in a separate file for comparisons.

e Access to raw per-domain data is limited to the respective TLD.

e CENTR receives aggregated statistics, accessible to all participating members.

e Qutput data retention: 90 days (subject to confirmation by CENTR).
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5.3 Data Transfer Requirements

6.

Provider must ensure GDPR compliance at all times.

Data must remain stored within the EU/EEA.
Confidentiality must be maintained throughout processing.
Data must be deleted 30 days after each crawling exercise.

Some members may require a direct data processing agreement with Provider.

Data Protection and Compliance Clause

Provider shall sign a data processing agreement with CENTR. That agreement will cover the following elements.

Provider shall:

1.

2.

3.

4.

10.

11.

Process personal data lawfully and only as necessary for contract performance (Article 6 GDPR).
Store all personal data within the EU/EEA, ensuring no transfers outside the region.

Implement security measures (Article 32 GDPR) such as encryption and access controls.
Support data subject rights under GDPR (Articles 12-22).

Ensure strict confidentiality and limit data access to authorized personnel only.

Maintain breach detection and response mechanisms, notifying CENTR in writing within 72 hours if a
breach occurs, including risk analysis and suggested measures to be taken.

Retain personal data only as long as necessary, deleting it within 30 days post-crawl.

Engage sub-processors only with prior written approval, properly signed contracts which are fully GDPR-
compliant and ensure compliance.

Facilitate audits to verify GDPR adherence.

In general and notwithstanding any clause to the contrary, strictly, fully and timely adhere with any and
all obligations foreseen in the GDPR, its national implementation laws and any all legal and
administrative decisions interpreting and/or applying said rules.

Be solely liable for GDPR violations and fully indemnify CENTR for any resulting legal claims.

Failure to comply may result in contract termination and legal action.
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7. Data fields

7.1 Minimum required

Call for Tender: Provision and Operation of Domain Data Crawler for CENTR

The following are items which should be included in the data as a minimum

Item
Date

Input_URL
Final URL

Category level 4

Language
If Redirected (T/F)

All status codes

SSL enabled (T/F)
SSL certificate status
If MX record (T/F)
Raw html

7.2 Optional data fields

Description

Date and time the crawler was done.

Initial domain from the input file.

URL used for classification. Can be different from input_URL in case of
redirection, either to same or different domain.

Level 4 category (of final URL) based on signs of life methodology.
Principal Detected language of the page. ISO-639-1.

Indicates if input URL has redirected to a different URL (can be the
same domain).

Sequence of status codes of each URL of URL_history. comma
separated values.

Indicates if a website enforces a secured HTTPS communication.

Na = not applicable if there was no ssl certificate found.

Indicates if the domain has an MX Record.

Raw html of the webpage if any.

The below are fields the Provider may wish to optionally include in its tender. These fields have been
ranked in order by preference/popularity by CENTR members.

Rank
1

9

10
11
12

@ Belliardstraat 20 (6th floor) 1040 Brussels, Belgium

Item

Domain Industry Taxonomy

(DIT) categories

CMSused
MXProvider

Server location
Social media links

Domain Scorecard
Rawhtml data
DNS resilience

SSLcertificate provider
SMIP security
MXcountry

SPFrecord

Description

The top 3 most probable classes from the Domain Industry
Taxonomy https://rrdg.centr.org/projects/standards/domain-
industry-taxonomy/

Content Management System used, e.g., WordPress, Wix, etc.

The provider of email service indicated in the MX record, e.g.
Microsoft, Google LLC, etc.

Countrylocation of server where domain is hosted.

Extract and list URLs of'social media profiles found on the website
(e.g., Facebook, Twitter, LinkedIn, Instagram, TikTok).

Properties listed here https://www.weare.ie/ie-domain-scorecard/
The HIMLofthe URL

# of different AS-es of DNS servers, IPv4/IPv6 support, Anycast
information.

The provider of SSLcerttificate, e.g., Let’s Encrypt, etc.
SSI/TLS/STARTTLS properties of the SMIP server.

Geo location of all hosts found in MXrecords.

Whether the domain has the Sender Policy Framework (SPF).
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13 DMARC record DMARC record if there is, otherwise leave it blank.

14 MXorganization Name of organisation associated with the hosts found in all MX
records.

15 DKIMrecord DKIMrecord ifthere is, otherwise leave it blank.

16 DNSSEC To determine ifthe domain has DNSSEC enabled.

17 Hosting type Type ofhostingused (e.g. VPS, dedicated servers, cloud hosting.

18 Arecords List of Arecords found for different prefixes (www, @, ...).

19 VAT Number The VAT number(s) found on the URL Leave empty when none
found.

20 CAArecord CAArecord ifthere is, otherwise leave it blank.

21 Arecord owner The owner of the network corresponding to IP in the A or AAAA
record.

22 AAAArecords List of AAAArecords found for different prefixes (www, @, ...).

23 Arecord country The country of network corresponding to the IP address A/AAAA
records.

8. Resources:

8.1 About the Signs of Life crawler

Signs of life project code: https://github.com/CENTRprojects/Signs-of-life

Categorisation hierarchy: https://github.com/CENTRprojects/Signs-of-

life/raw/refs/heads/main/docs/domain_classification v11.xlsx
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Simplified Signs of life categorisation hierarchy:

Category Lv2
High content

Low content

Errors

Category Lv3
High content
Abandoned
Blocked

Mot used

Parked Notice Individual
Content

Parked Motice Registrar
Upcoming

Connection Error

DMS Error
HTTP Error

Invalid Response

8.2 About CENTR

Category Lvd
High content
Expired
Elocked
Elank Page
Index of

For sale

Parked Motice Individual Cont..

Reserved

Parked Motice Registrar
Starter

Under construction
Refused Connection
Timeout

No address found
HTTP_401
HTTP_403
HTTP_404
HTTP_408
HTTP_S00
HTTP_502
HTTP_504
HTTP_other

No Status Code

Description

Website with significant content

Website with an explicit "expired” note
Website with an explicit "blocked” note
empty page (no link, images, redirections)
Website with the "index of " structure
Website with a selling note

Other website with no significant content
Website with a reserved note

Website or default page of a registrar

Initial page of a website builder

Website with an explicit "under construction” note
Connection refused by the server

Domain took too long to answer

Mo server/IP address assiociated to the domain
HTTP Status code 401

HTTP Status code 403

HTTP Status code 404

HTTP Status code 408

HTTP Status code 500

HTTP Status code 502

HTTP Status code 504

Other HTTP status code

Domain returns an uninterpretable response

CENTR is the association of European country code top-level domain (ccTLD) registries, such as .de
for Germany or .si for Slovenia. CENTR currently counts 50 full and 8 associate members — together,
they are responsible for over 80% of all registered domain names worldwide. The objectives of
CENTR are to promote and participate in the development of high standards and best practices
among ccTLD registries. Full membership is open to organisations, corporate bodies or individuals
that operate a country code top level domain registry. Read more

9. Template for bidders

The below is a sample template recommend for use by bidders to this tender.

CALL FOR TENDER RESPONSE TEMPLATE

1. COVER PAGE

e Tender Title:

e Bidder Company Name:
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e Contact Person (Name, Email, Phone):

e Date of Submission:

2. EXECUTIVE SUMMARY Provide a brief overview of your company and your understanding of the project.
Summarise why your company is well-suited for this tender.

[Insert text here]
3. COMPANY PROFILE
e Company history and background: [Insert text here]
e Relevant experience and expertise: [Insert text here]
4. TECHNICAL PROPOSAL
e Approach and methodology: [Insert text here]
e Tools and technologies to be used (if applicable): [Insert text here]
e Risk assessment and mitigation strategies: [Insert text here]
e Any value-added services or innovations: [Insert text here]
5. FINANCIAL PROPOSAL
e Itemised pricing (e.g., per deliverable or milestone): [Insert table or text here]
e Optional costs (e.g., maintenance, additional services): [Insert text here]
e Payment terms and conditions: [Insert text here]
e Validity of the offer after the deadline for submission (e.g., "valid for 90 days"): [Insert text here]
6. TIMELINE
e Proposed project schedule with key milestones: [Insert text here]
7. REFERENCES
e Past clients or projects relevant to this tender: [Insert text here]
e Contact details for referees: [Insert text here]
8. LEGAL & COMPLIANCE
e Confirmation of compliance with tender requirements: [Insert text here]
e Certifications, licenses, or insurances required: [Insert text here]

9. ADDITIONAL INFORMATION (OPTIONAL) [Insert text here]
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